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Introduction
L Desrrable propertres for- Votmg protocols — Ehgrbrhty
' Anonymlty Farrness Recerpt Freeness etc.
o _‘* Anonymlty c Voter vote relatlonshlp should be secret
. '_* Verlfymg propertles symbohcally model Check for logrcal ﬂaws

% We present 9 sysf’tem W Luch makes Verrﬁcauon for anonymrty

e351er Runmng examp e: FOO protocol

. DY83: Dolev, D.; Yao, A:C. (1983), On the security of public key protocols’, IEEE Transactions on Information Theory, '1-29:198-208. -



 FOO Voring Prorocol

- * Proposed by Fujloka Okamoto and Ohta in 1992 l [FOO92] l

. # Vorerconads adiin, who checks voters id and authenticares,
% Authenticated vorer then sends vote anonymously o collector.
% Adminshould not knowvore colldtr should ot knowid.

~ * Terms-only model ensures this via blind signatures.

FOO92 FU.JIOka A Okamoto T Ohta K (1992) APractlcal Secret Votmg Scheme for Large Scale Electlons Advomces in Cryptology —
| | ' AUSCRYPT 92044051 | | |






R( ;- rtocol ‘ at We Want

VoA vl "V wants o vote with this term, an enc of valid vote”

AV “Viseligible and wants to vote with the term shown earlier”

o V q_>C {v}k . Some elzgzble agent was autborzsed by A to vote wztb |

o a valzd vote, tbzs term is a re- enc of tkat same vote _‘ L

. A does not have to modlfy Vs term (wh1ch contams the Vote) o

e m order to certlfy 1t'










vV _>A | .: | {V}TA ,VsayS{Elxr :{x} :{v}m/\ valid(x)}

: | A_> V A Say_g [elg(V) /\ VOted(V {V}rA)

. /\Vsa;vs{ﬂx r {x} - {V}m /\"alld(x)}] .



iob, Veaysiavr: ixt, =ivh Avalidlx)}

A Says [elg(V) 7\ VOted(V, {V}rA)
A V says {Elx, I {x}r = {V}m A Valid(x)}]

{V}rca e,
JN 8 {A says [elg(X) A VOth(Xy {)’}s)

AXcays Ly 4ol =yl
A Valid(x)}]

i



 DelertuoModd

k] ntruder Ic can block replay forge terms i but not -

| ‘areak encryptlon Essentlally the network .

 # Send/receivebyan agent governed by dervabiliy

. chedks
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~ Dolev-Yao derivation system



- Dolev-Yao Model
% Consider a communicated proof that a term is the encryption of one of
-~ two constants. Also encoded as a term, needs complex primitives!
* Logical content of such terms not immediately evident from description.

* Use“_zkp”,primitive [BMUOS]: more readable, but no lOgical inference.

% From (- O i 1) and (- O Vo= 2) agent shouldbe able to

derlve o= O Imposs1ble Wlth zkp terms.

% Qur extension to the DoleV‘Yao model addresses these problemsf ,

BMUOS: Backes, M, Hritcu C.;‘Maﬁ;ei, M. ('.2008),“Type—checking Zero—knowledge’; Proceedings of ACM CCS ‘08,357-370.



Ente . ASS e t‘tio n S -

* Can now send assertlons iic Capture basm faéts about

terms and commumcatlons and allow 10g1ca1 mference

over such faé’ts [RSSl4]

: _' % Important adchtlon eX1§tent1al quantlﬁer L hldes

' w1tnesses for part1al knowledge proofs .
X = t] :'tz‘ X1 V 062‘ x; A 0(2 | dx oc(x) ‘m SAYys 'OC ‘

. RSS14: Ramanujam Ri; Sundararajan, V.; Suresh, S. P.(2014),”Extending Dolev-Yao with Assertions’, Proceedings of ICISS'14,50-68.



~ Assertions: Intruder Abilities

* Imphatly trué’ted model guarantees only true . .

assertlons are communrcated — via TTP or translatron .

1nt0 ZKPS No one can 1nsert false assert10ns o .

o * Intruder is agarn the network can block replay But . .

cannot forge assertrons in general —*A says 06 for

. example can only be sent by agent w1th A s secret key .



- Assertions: Actions

ok Agents can send and receive assertlons (enablmg

condmons 51mllar to those for terms)

* Can branch based on assertlons conﬁrm and deny .

éhons Also enabled by derlvablhty checks

* Can adc new assertlons to é’tate msert aé’clon Internal_ .

'. ;. ,aéhon §aec1ﬁed by protocol descrlptlon .



V- A

A—->V

VS C

W Msays i gl - A validia)
A says [elg(V) Avoted(V, {v},, )
AMearsddn vt =4yt A valid(x)}]

{V}rc7 rc,
dX . y8s {A says [elg(X) A voted(X, {y}s)

A X says {Elx, I {x}r = {y}s
A valid(x)} ]

il



V- A

A—>V

Voo

{V}m

deny
A says

{V}rm
X,

Mol vl - bl Aealidi x|
Jx : voted(V/, x)

~elg(‘/) A\ VOted(V, {V}rA)

A V says {Elx, i {x}r = {V}rA A\ valid(x)}]
g {A says [elg(X) A voted (X, {y}:)

A X says {Hx, L {x}r = {y}s
A Valid(x)}]

)



V- A

A—->V

VS C

,,,,,,

W Msays i gl - A validia)
deny dx : voted(V, x)
insert voted(V,{v},,)

A says [elg(V) A voted( 'V, {V}rA)

AMesays d i vi il = dul. Valid(x)}]
{V}rcv ey | | |
0Ky s {A 5ays [elg(X) A voted( X, {y}:)

A X says {Elx, 1 {x}r = {y}s
A Valid(x)}]

)



| o X:setof terms
X,®F aft) ' '
X, D~ dx: (x(x)

G | ' 1 @D; set of assertions

ydoesnotappearm X D+ E'x OC(.X) X o U{ (J’)} /3

~ e
XOQorf , _X<D+—/3

X,0Fa X ¢ sk(A)
X, D+ A says a

Says,

X,CDszn
A,k

J [m,n e B,m+ n]

Assertion derivation system: Key Rules



"; . '.* Want to analyse F.O for anonymlty

- -* Runs need to satlsfy followmg prerequ151tes e
o | | At‘_lv‘eaé’c two Voters _Vro_ an’d V1‘;at leaé‘c two;candidates*Oandl);-1 | -



nony Imost) Definition

e - We say that a protocol Pr satlsﬁes anonymlty 1f

for every run Wlth 1 (O O) and a ( 1 1) séssmn .

s | ;.th“e isar “.“ Wlt.h 2 (1,"0)'31_“1 3, (0’1) Sessm L

~ suchthatthe tworuns are intruder-indistinguishable.




o e)l(e Want I to not be able to d1é’c1ngulsh between runs w1th}.' .

. dlfferent Votes e e

* Two runs are mtmder mdz{fmg uzsbable as long as I

draws exaétly the same conclusmns I e derwes the

same terms and same assertlons m both runs ‘ .



. p p two runs of a protocol

g v;: terms commumcated in 1th aéhon in p and p reé})eé’avely

C ( X (D) (X (D ) reépecftlve é)cates of I at the end of the runs. - .

. We say that p and p are I 1nd1§’cmgu1shable (denoted p o1 ,D ) . ‘

1f for all

L assertionSa( ) and all sequences 7 and v of matchmg acf’clons

X CD - oc( ) lff X CD = oc( ) o L



nonymicy: Analysis for FO

L * V — A Voter 1d is pubhc Vote encrypted Vsays .

assertlon quanuﬁes out Value of Vote o

o * V —’ C Vote revealed but sent anonymously

o ;X1§’tent1al assertlon hldes VOters ld

o * Intultlvely no way for the mtruder to lmk the voter's 1d .

to thelr vote (no Ele poss1ble) FOO sat1sﬁes anonymlty o



o nCIusions Future

- '* Presented anew framework that sends assert1ons along Wltll

. terms Analyzed FQQ protocol for anonym1ty

Lok Passwe 1ntruder problem (checl(mgX CD l— ) coNP

complete W1thout quant1ﬁers Need to pm down complex1ty

o Wltll quantrﬁers o

o * Formalizeotherproperties,integrate into tools for automation. .

~ * Translation between terms-only and assertions-based protocols.






