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. %I(e Programmmg is mvarlably buggy

_ .* How does one ﬁnd bugs before aé’tual use’ i o
- ,* Throw teé’c mputs at program see 1f correé’c . o ,'

L ‘_* Try arcane corner cases do sandbox teé’cmg -

R Ulnmatel}’ hope for the beétY | .



Software Testing (Conrd.)

* Enough to try many corner case inputs:’ .

% What about programs for online iseslnteractions.
% How much is enough? When does one stop?

% What about software manipulating money:’ Or pasSwords?

Yestmg sbows the presence not the dbsence of bugs
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Formal Verification: Overview

~* Theoemprovershaebeenaroundsince 19505

o je)l(e 1994 Intel dlscovers ﬂoatmg pomt d1V1s1on bug Starts o

formally Ver1fymg all ch1ps

o * Formal Verlﬁcatlon sort of Catches on m mdué’cry



Formal Verificasion: Overview

- "* Two ways Model checkmg and deduéhve mference

- * Model Checkmg Create symbohc model that captures* .

key behawour and i ignores extraneous detalls Defne oo

propemes m th1s model and Verlfy

o Dedué’civeinference Specify pre execution and post- '

executlon ﬁatements in some loglcal language Where i

latter can be proved from former ina correé’c pro gram,‘ .



 Securit

* SﬁCUI‘ltY 1IlSlC1€ d SYﬁﬁm Input samtlsatlon memor Y

reé‘crlé’aons approprlate bufFer allocauons

* Securlty acfoss syé’cems Flrewalls IP ﬁltermg secure .

commumcatlon protocols



* Bugs continue to haunt security protocols,

* OpenSSL suftered a bug called Heartbleed.

* Single-Sign-On was found to be lawed by Duo Labs.

HEARTBLEED MUST | I MEAN, THIS BUG ISNT | IT'S NOT JUST KEYS. WELL, THE ATTACK 15
BE THE \JORST WEB | JuST BROKEN/ ENCRYPTION. | IT'S TRAFRC DATA. UMITED TO0 DATA SIDRED

SECURITY LAPSE EVER. IT LETS JEBSITE VISITORS EMAILS. PASSWORDS. | | IN COI"IPUTER MEMORY.

WORST 50 FAR. | MAKE. A SERVER DISPENSE. | EROTIC FANACTION. 50 PAPER I5 SAFE.
GE USTIME. | RANDOM MEMORY CONTENTS. ( S EVERVING AND CLAY TABLETS.

COMPROMISED? | | OUR IHHGINATOI\IS To0. |
] SEE, UEU.BEF:NE
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Formal Methods For Security

*' Idealisedmodel of communicationand adVerSary o

i * Adversary controls network can see all commumcatlon -

. ,* Cryptography assumed perfeé’t PKI hashmg etc

- * Formahse securlty propernes and Verlfy'



 * Absnd communicationsof theform A—B:e

o . -* A sends to B a term t (coné’cant fresh random number', .

palr encrypted term etc) . o

# Encyprionreprosencedasfundtionenc(t, k)



o a)l("Awants'to Checkif B is‘onlinev o

o * Slmple protocol to achleve thls

A_’ B {x}rk(B)

B _’A {x}pk(A)

. % At the end of thrS protocol canA be sure thatB 1s onhne’ . -

£ . * Now that X iS known to A and B can it be used s a shared secret "

between them (perhaps to authentlcate further commumcatron)P o
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- *Ensure that X 1s fresh (randomly pleed') for eVery

new sessmn

int getRandomNumber ()

return Y. // chosen by fair dice roll. o o
/ quaranteed tobe random. |
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A Simple Examle (Authentication)

~ * Wewouldlkextobesecrerto Aand B.

% fuas ﬁx Include sender51dent1t 1n51de encr t10n e
o Y Y YP .

A—’ ‘ {A x}pk(B)

L o

. ‘* Sounds ﬁne but how do we know thls ﬁxed the 1ssue’° .



~ Proving Correctness

e A sends out {A x}pk(B) mtended for B Can we show :

o thatInevergets tolearnx" -

% Con51der the Varlous Ways m wh1ch it is p0551ble for I to 0

have learnt X

If I never gets to learn X, each of these ways should .

result in some sort of contradléhon ¢



~ Dolev-Yao Model

o * Abé’trac‘?ts away from the O/ 1 blt World to 1 symbohc L

| model of commumcatlon

o **_ Messagesare abé’craé’t termsrather than bitstrings.

~ * Encryption, hashing etc. abstract functions on terms.

o Crypto assumed to beperfeé’t, HOCryptanalysisI .



odel: Intruder
| secamymessige
- - bodaymesage



Dolev-Yao Model: Adtions

. * pach commumcatlon 1S separated out mto two aéhons o o

L - send aéhon and a correé})ondmg recelve ac‘hon 0

% Every term sent out is mterpreted as be:mg recelved by
. and each recelved term is assumed to be commg from I L

( T1es in well W1th our 1ntu1t1on of I bemg the network') .
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- Term derivation system






Dol Model: Aucks (Aga)

. _' ‘Need to analyse what terms get added to I S database -

A—*(I)B {x}pk(B)
1B, {x}pk@

: B—>1 {x}pkm .
(1) B —’A {x}pk(m "

o Separate out each commumcatlon mto the conshtuent send and

L receive aé’tlons and see What terms get added to I S database . o









Dolev-Yao Model

% Names A, B etc. denote roles, not specific agents.

~ * Each name instantiatedto a Concret_e Value n a Eln.

% fuach run has mult1ple sessions 1s with complex

| mteraé’aons need to keep track of all ms)canuatlons .

' * Ruﬁ mechamsfn modelled in many leferent ways .

| automata processes etc



. * Secrecy Intruder should not learn a de51gnatec1 secret L

* Corre§pondence A happens only 1f B happened earher .

* Can Verlfy by Ver1fy1ng each 1nchv1dual run - .



 * Wharaboutpropertiesspanningruns? -
~ * Anonymity: Nolink betweenvoterandvote.
% Maybe combining info across runs violates anonymity!

~ * Inuitively harder to verify than examiningeach run.






* Solvable for reé’mé’cec

" many sessmns bounc

o e e e
~ * Genenalverifcarion problem s undecidable Boo.

o Goodnewsnow' . e a G

(but meaningful) classes ﬁmtely

edly many names etc e - o
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% Attack on anonymity for Helios e-voting protocol.

* Whatsapp/EB messengers underlying protocol recently analyzed.

A Formal Security Analysis of the Signal Messaging Protocol

Katriel Cohn-Gordon', Cas Cremers', Benjamin Dowling?, Luke Garratt!, and Douglas Stebila’

'University of Oxford, Oxford, UK. first.last@cs.ox.ac.uk

2Queensland University of Technology, Brisbane, Australia. bl.dowling@qut.edu.au

3McMaster University, Hamilton, Ontario, Canada. stebilad@mcmaster.ca
Abstract

Signal is a new security protocol that provides end-to-end encryption for instant messaging. It has
recently been adopted by WhatsApp, Facebook Messenger and Google Allo among many others; the first
two of these have at least 1 billion active users. Signal includes several uncommon security properties
(such as “future secrecy” or ‘“post-compromise security’’), enabled by a novel technique called ratcheting
in which session keys are updated with every message sent. Despite its importance and novelty, there has
been little to no academic analysis of the Signal protocol.

We conduct the first security analysis of Signal’s Key Agreement and Double Ratchet as a multi-stage
key exchange protocol. We extract from the implementation a formal description of the abstract protocol,
define a security model which can capture the ‘“ratcheting” key update structure, and prove the security
of Signal’s core in our model. Our presentation and results can serve as a starting point for other analyses
of this widely adopted protocol.



. x Security—centricz ScytherStatverif Tamarm o

. * Automated theorem provers Isabelle Coq

. * Hotbed of research m Varlous labs hke IBM MSR .

*' Google etc



onclusion

. * Formal verification ofprotoeols 1S im‘po‘rtant‘

o Symbohc models are used to abs)craé’dy capture

behawour

o Verlﬁcauon of these Moc els presents many mtereshng .

queshons about derlvabL

lty automatlon €tC

% Greatarea to come do cutting‘edge research in!



WEVE BEEN TRYING FOR DECADES TO | [ MAYBE WE SHOULD TRY
GIVE PEOPLE GOOD SECURITY ADVICE. | | TO GIVE BAD ADVICE?
/
BUT IN RETROSPECT, LOTS OF THE GU ms
TIPS ACTUALLY NHDE(THINGS WORSE. L];/ORTEISI? SHOT.
SECURITY TIPS
(PRNT QUT THIS LIST AND KEEP [T
IN YOUR BANK SAFE DEPOSIT BOX)
e DON'T CLICK LINKS To WEBSITES

» USE PRIME NUMBERS IN YOUR PASSWORD

* CHANGE YOUR PASSWORD MANAGER MONTHLY

* HOLD YOUR BREATH WHILE CROSSING THE BORDER

e INSTALL A SECURE FONT

* USE A 2-FACTOR SMOKE DETECTOR

 CHANGE YOUR MAIDEN NAME REGULARLY

* PUT STRANGE USB DRIVES IN A BAG OF RICE OVERNIGHT
e USE SPECIAL CHARACTERS LIKE & AND %

* ONLY' READ CONTENT PUBLISHED THROUGH TOR.COM

* USE A BURNER'S PHONE

* GET AN SSL CERTIFICATE AND STORE IT IN A SAFE PLACE

* IF A BORDER GUARD ASKS To EXAMINE YOUR LAPTOR YOU
HAVE A LEGAL RIGHT TO CHALLENGE THEM TO A CHESS
GAME FOR YOUR SOUL.
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WEVE BEEN TRYING FOR DECADES TO MAYBE WE SHOULD TRY
GIVE PEOPLE GOOD %ECURITY ADVICE. | | TO GIVE BAD ADVICE?
BUT IN RETROSPECT, LOTS OF THE GU ms
TIPS ACTUALLY T"ﬁDE(THlNGS WORGSE. E/ORTE?: SHOT:
SECURITY TIPS
(PRNT QUTTHIS LIST AND KEEP IT”
IN YOUR BANK SAFE DEPOSIT BOX,)
* DON'T CLICK LINKS To WEBSITES

e USE PRIME NUMBERS IN YOUR PASSWORD

* CHANGE YOUR PASSWORD MANAGER MONTHLY

* HOLD YOUR BREATH WHILE CROSSING THE BORDER

* INSTALL A SECURE FONT

* USE A 2-FACTOR SMOKE DETECTOR

* CHANGE YOUR MAIDEN NAME REGULARLY

* PUT STRANGE USB DRIVES IN A BAG OF RICE. OVERNIGHT
* USE SPECIAL CHARACTERS LIKE & AND %

* ONLY' READ CONTENT PUBLISHED THROUGH TOR.COM

* USE A BURNER'S PHONE

* GET AN S9L CERTIFICATE AND STORE IT IN A SAFE PLACE

* IF A BORDER GUARD ASKS To EXAMINE YOUR LAPTOR YOU
HAVE A LEGAL RIGHT TO CHALLENGE THEM TO A CHESS
GAME FOR YOUR SOUL.

A CRYPTO NERD'S

1

IMAGINATION -

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOULAR
CLOSTER To CRACK \T-

\ NO GooD! TS

U096 -B\T RSA‘.

EVIL PLRN
1S FOILED! ™

WHAT WOULD

ACTVUALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE TEUS LS THE PASSWORD.
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vaishnavi@cmi.ac.in

http://www.cmi.ac.in/ ~vaishnavi/
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