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Introduc

o _* Securlty protocol q pattern of commumcatlons to achleve 1

SGCUI'I'[Y goal in an 1HS€CU_I'€ €IlVII' onment

o *, Each communication is o'f the form A o B:m.

x Mahaous 1ntruder can mix- and match messages (even

o Wlthout breakmg cryptography)

L% Need formal analysis of protocolsto guarantee security goals!









Dolev-

lev-Yao Model @

% Framework fofanalysis of security pfotocols. .

* Messages are abstract terms rather than bit strings.

~ * Encryption, hashing etc. abstract functions on terms.
L% Cryptography assumed to be perfect, no cryptanalysis!

% Formalize properties, Verify. .



* Doley-Yio Model: Intruder
il Lotk b o
i block any message .
o redirect any message :
e generate messages — according to set rules!
& send messages in someone elses name

~ + initiate new communication according to the protocol



. * Dolev—Yao treaﬁts allmessagesas “terms’f .

* What 1f protocol mvolves certlﬁcates’ For o

authorlzanon delegatlon etc

L Encoded as terms in Dolev Yao — blt commltment

mathematlcal operatlons protocol §pec1ﬁc taggmg etc

. * Notalways'concise/readable! -



 Example

% A sends to B m encrypted in some key k unknown to B

| along withia certlﬁcate Wh1ch says m is cither v or b
.~ * Encode this certiﬁCaté as a term in Dolev—Yao algebra.

* Uses 1-out-of-2 encryption: For a given {m}, show thatit is

_ of the form {m;j where mi € {mo, m1}, without revealing 1.

~ * Needs multiplication, exponentiation, and hashing!



- * Extend Dolev-Yao model with “ZKP rerms!
) * ZK \q (“1,+ + +)“p ) [))1)+++)/3q b g
* OCS prlvate /35 pub ic; F deﬁnes lmk between s and /35

% More readable certlﬁcate than encodmg mto terms

ZK2 3(m k {m}k,a b [31 - enc((xl, ocz) (ocl = /32 v 061-— [33)) ;

- BHMO8: Backes, M.; Hritcu, C.; Matteo, M. (2008) "‘Type—checking zero—knowledgef’ In Proc. CCS '08, 357-370.



o Sou‘nngreat!So,Why reinvent thewheel? c

o ¥ Con51der {m = g or m b} and {m aor m— c} Wlth‘) - o

b::c B

. Would ke to be able o derive 1 = g from these two.

o * ZKP terms dont allow derlvatlons Cannot mfer m = a

from these cert1ﬁcates m thls syﬁem .



Overall dea

ok fuxtend DoleV’Yao model Wlth a class of abé’crac’c objec’cs o

| called qssertions Wh1ch capture certlﬁcatlon

s Assertlons are ch§hnc’t from terms, and clearly §pec1fy

the ﬁatements of the certlﬁcates they model

- * Inference on assertions is p0551ble mdependent of

- underlymg 1mplementat10n



Assertions
ok Assertions have the following syntax
o —-tlztzlP(t)|ocl/\oc2|oc1\/oc2l3x oclAsaysoc

Lk P s any apphcatlon §pec1ﬁc prechcate

. * says-allows agents to sign’ an aSsertionasc'oming from them.

~ * Existential quantiﬁcation lets agents hide witnesses.

S % Earher example now looks as follows

A — B: {m}k, Elxy [{m}k - {x}y A (x =a Vx = b)]



o ;* When exac?cly can one ex1§’cent1ally quantlfy out a term .

fr()m an assertlonf’ - e i

* Quantlﬁcauon becomes comphcated in the presence of 4



Ay

ok Posmon p msrde term £ s abé’craé’cable 1f we can replace ~

- the subterm at p w1th somethmg else and bulld rest of t |

back up

. We con51der & not10n of abé‘traé’cabrhty W.I. t aset S 1f We

fean use (some) terms in S to burld relevant parts oft o

~ * Lifttoassertions, but handle carefully in the presence of

- exré)central quanuﬁcatlon o
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Infere 1Ce sy _cm for ’ ssertlons -

. * Abé’craé’cablllty used by prOJeéhon subéhtutlon

o ex1§cer1tlal mtrodué’clon etc o

. * Can g0 from o(t) to Oc( ) 1fall occurrences oft | o

o abé‘craé’cable from Oc WL, the set of terms S

L * Reé’crléted contrachéhon rule two terms tand U such .

that the ﬁru&ure of t and u can be determmed to be .
dlfferent but S A I— t u : ' " '



ax

S;Au{al - «a
SEot SsAetth, b)) =Hu i) | |
eq proj.  |t;, u; abstractable w.r.t. S}
SiA =t S; At = u
S;Ar-t=u | S;Araltlp S;Art=u | | :
—— 1 [SIF tlu] - subst [t abstractable w.r.t. S, S 4y ]
S Ao S; A+ alulp




. * A says is essentlally 2 s1gnature w1th A G secret key can . ,'

o be removed by an tmsay rule

. * Rules for loglcal operators /\ \/ and EJ are as m s’candard

. mtu1tlor11shc loglc (caveat of abs’craé’cablhty for Ell) . -



Assertions: .

. * Aswith terms,’agentscan’ send and receive assertions.

ok Can NOw branch based on the denvabﬂlty of assernons: |

. _ conﬁrm and deny aéhons

* An A-adtionisas

~ * Adions §peciﬁec

~ terms, with varia

send, receive, conﬁrm or deny by A; ‘

w1th s mueh pattern 1S p0531ble for

oles for terms unknown to rec1pe1nt



~ Runtime

. x Each agent accumulates terms and assertlons generated and

o rece1ved 1nal<nowledge state (X (D)

o " Represent by (X A P A) the knowledge state of agent A

o Represent by (X ' CD 1) the knowledge s’tate of the 1ntruder 1

L %I(e Knowledge states used to enable acf’tlons and posslbly .

- updated after performmg aé’uons



‘ 'Oel( < nth -

- % A protocol is just a set of roles.

. % Carl Consider Vari‘()us ins’tantiationsrof roleS'—sess‘iOns.- i

e ‘* A run is an adm1ss1ble (accordmg to enabhng COHdlUOﬁS')

| " 1nterleavmg o such sessrons

. * One cant

of agents

11r11< of a transition sys’cem w1th s’cates that keep track =

<n0wledge and all the sess10ns in progress where

| enabled aé’uons 1nduce transrtrons



Erabing ¢ Updar

CAtien Enabling conditions | Updates o

, Asendst,fx o XAU{ﬁ;}I_dyt : XA:XA U{fh} o .

| withnewnoncesm | XaU{m};@a+a | X - Xru{t} |

o) = 07U {a}

0 Aweceivesta | Xpbgr o 0 XL o Ul

A%k a0 G4l 4] ‘

Acconfirma | Xa®ata | Noupdate

o Addemya | Xi0aHe | Noupdate




L ase tuy eﬂ Otingrgtcol iy

. * Proposed by Fujloka Okamoto and Ohta in 1992[FOO92] l
~ # Vorer contads adin, o checks voter's id and authenticates.
A s e snds s oy oy coltr
~ # Adminshouldnot know vote,colletorshould nocknowid.

ok Terms-only model ensures this via blind signatures.

FOO92 FU.JIOka A Okamoto T Ohta K. ( 1992) A Practlcal Secret Votmg Scheme for Large Scale Electlons Advomces in Cryptology —“
v ' AUSCRYPT s 244 251 '






VA (vl "V wants o vote with this encryption of a valid vote”

. AV i ‘Viseligible and wants to vote with the term sent earlier”

. . V q_>C {v}k . Some elzgzble agent was autborzzed by A to vote w1tb |

. 0 valzd vote, tkzs term is a re- encryptlon Of tkat same vote

o A does not have to modlfy Vs term (wh1ch contams the Vote) o

e m order to certlfy 1t'




W Msays i gl - A validia)
deny dx : voted(V, x)
insert voted(V,{v},,)

A says [elg(V) A voted( 'V, {V}rA)

AMesays d i vi il = dul. Valid(x)}]
{V}rcv ey | | |
0Ky s {A 5ays [elg(X) A voted( X, {y}:)

A X says {Elx, 1 {x}r = {y}s
A Valid(x)}]

)



 Verification

‘ = * Derlvablhty problem leen 1 ﬁmte set of terms X q

ﬁmte set of assemons CD and an ass¢rt1on Q, 1S 1t the

‘ CasewhetherX (D I—cx’

¥ Insecunty problem GlVﬁn a pmtocol Pr s ,

de&gnated secret assertlon Q, 1s there 1 run of Pr At the

end of which X, O Ha?



Problem

Dcnva lhty

x Proof search Start from the des1red conclus1on try to bu1ld .

proof tree us1ng 1nference sys’cem

o For assertions, slightlyproblematic because of two reasons:

. s Ve: Need to check that the conclus10n of the rule is denvable c

from each clls]unc’c separately two proofs to search for'

@ Ell Need to plck appropnate term as w1tness unbounded

- search’



o D crlvahht}’ l”blem e

. * Cons1der down closures (S A) sald to be down Closed 1f .

% S contams all bound Varlables of A

o “ .:.Ifﬁ/\yeA then [3 Y}CA

> IfﬁvyeA thenﬁerryeA

Ly IfElx[SeA then[SeA

If a says [3 S A then [3 S A ‘ ‘
(TB) dc of(S A) 1f1t is mmlmal dc Wlth S CT&ACB



. * Helpful because Varlous left propernes hold about thls syé)cem

Conjuné’clon S AU [3/\y |—oc1ﬁ”S Au{ﬁ y

. o:?DlsJunc‘hon S AU ﬁvy} I—alfFS AU{[S} I—(x andS Au{y} a. '

o Exists:S Au{axﬁ F—ouffSu{x} AU{B} *‘ -

B o .:.’Says S AU asays ﬁ} I—oufFS AU ﬁ asaysﬁ

= o Enough to con51der trlm( {t u ‘ t=u = B} for a dc (T B) .

S i 'Conditions‘,ap’ply‘ A



rubl

o erivalht}’ :

. {* SAka 1ffall & T:BFa.

: * T B I— Oc 1ffT trlm(B)I— OCusmg core {ax eq J_ subﬂ prOJ /\1 Vi, 31}

o * Proofs in core have*a normal form -'—..can bedecomposed mto _tw.o par‘ts: .

PmOfS OfT mm<B) o p( ) p( )for eacht ueE and i

AproofofT E I—oc usmgonly /\1 \/1 _:.I1 says .

L . H: "aSSIgnS w1tnesses forv- the quantlﬁers_' L

B ofequalities'tha.tare'subformulas ofax



o * Problem of . assrgmng unboundedly large terms for w1tnesses for EI1 l -

mcniams; v
. * Aclapt 1clea of small subs”’c1tut1ons as presentecl by [RTO3] for the _', " .

. terms—only sys’cem

,* Key not1on there lf the mtruder can aclneve the same view' W1th a :

e smaller term no neecl to use a larger term

. ,* l—lave p want small Y st fort U subterms of S A a

1fS Al_eq H( ) ( )thenS Al—eqv( ) v(u), o

: RT(B Rusmow1tch M Turuam M. (2003) Protocol 1nsecur1ty with a finite number of sessions and composed keys isnp- complete’; ‘
Tkeoretzcal Computer Sczence 299( 1- 3) 451~ 475 ‘ ‘



Dcrlvarhty

/ Problem

o e every down- closure ¢ T B), need to guess 1 set of equahtles E

. anda smal subéhtutron p St ( T B) derrves H(E) and T E I—Oc, “

( T B) is linear in the size of ( S A)

E polynomlal m the 51ze of (X (smce subermul as) 1 .
p polynonﬁal in the SIZe of S A and “ (Slnce Small) .
A proofof T E I—Oc lmear in the s1ze ofoc - o

e Obtamal_[z,re aCONPNp procedure .



- * Thishound iscighr—the kit ol .

. *Rec ué’clon from the Vahdlty prob em for QBF formul

. ofthe form vpi. L1y

o * Can deﬁne for each such QBF formula S A and 06 S, t

S A |— OC IEVpl pmﬂql Qn\lf IS Valld



~ Insecurity Proble

. * For the derivabiliey problemjust one substitution t for the witnesses

for =i Here the mtruder can 1nJeét terms, soa (5 for the i mput Varlables

in (S A) as Well as p

o * Can get small vV ms)cead of p as earher But not yet clear how 1 to do that ‘

for O in the presence of p

L ‘* Solve the 1r1secur1ty problem for ﬁmtely many sessions and bounded G.

Guess a0 and then use the derlvablhty algorlthm

- * Reduéhon from QBF Vahdlty glves us | 1

3‘completeness, 2









e EX1§’cent1al assertlons for Votmg protocols

SR Ramanujam Vaishnavi Sundararajan and S P Suresh

Proc EC 2017 Workshops (Votmg 17) Sprmger LNCS Vol 10323 337 352

ok The complex1ty of chs]unéhon in mtultloméhc loglc o

R Ramanujam, Vaishnavi Sundararajan and S P Suresh' .

Proc LFCS 2016 Sprmger LNCS Vol 9537 349 363.' .

e e Extendmg Dolev Yao w1th assertlons

R Ramanujam Va1shnav1 Sundararajan and SP Suresh- -

Proc ICISS 2014, Sprmger LNCS Vol 8880 51 68






