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* Trace equivalence: "Can the intruder differentiate
between two scenarios?

* Useful for formalising unlinkability, strong secrecy etc.

* Strong secrecy: Does a scenario with secret m look
difterent from one with a random r?¢



iding trace equivalence |

~ * Trace equivalence: Undecidable in general!

. Dec1dable under re§tr1é’uons much work ol
bounded sessrons no nonces etc Unreahéhc' ~

| * CCDIS presents a dec1dab111ty result W1th unbounded
. sesszons for {senc palr} : o o

el e

ACEDISIR: Chrétien, MGt wmd S Deldune,“Deci‘dabilityd of trérce equival‘ence 'fordprovtoCOIS i nonces’il CSF '15, pp. ‘170,—184‘,}‘ 2015; :



o am result

' Trace equzvolence is deczdoble for
szmple type-compliant protocols .

Wzth ocyelzc dependency gmphs ; r
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Trace equivalence is decidable for

gimple) type-compliant protocols
with acyclic dependency graphs.

~» FEach process operates
on a distinct channel

| Actions uniquely |
8 tied to sessions |




Trace equivalence is decidable for

simplegt pe—compl@protocols
with/acyclic dependency graphs.

Unifiable “encrypted”

subterms get same type

| Bounds size of [
()  messagesin |

(Achievable via tdgglhg) . witness search |



Trace equivalence is decidable for
simple, type-compliant protocols

withacyclic dependency graphs>

Captures sequential
and data dependencies

| __ Bounds length of
| Q witness trace
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compliant

Denning-Sacco (sign)
Needham-Schroeder (aenc) After tagging

Needham-Schroeder-Lowe (aenc) | After tagging
E-Passport Passive Authentication
E-Passport Active Authentication




